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(Logs)

Jufinimanisainisldauvesssuvarsawna niadnldauszuuauniaseuy
A1TAUMA N1TUTEUIBNANINTIUVBITLUUATAUINA UALMANITAINIAUANNTUAS
Uasasfe 1ensivasuiisysedniniwaiudasnde uazanuiaundiiinainnis

UTz17ananaNI A9 Y9958 UV TAULINA

ARFITARF N

(Monitoring)
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(Malicious Code or Malware)
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(Business Continuity Plan)
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(DRP: Disaster Recovery Plan)
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(Fallback Plan)
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(Recovery Time Objectives: RTO
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(Recovery Point Objective: RPO)
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(Maximum Tolerable Period of Disruption:

MTPD)
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(Service Level Agreement: SLA)
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(Operational Level Agreement: OLA)
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(Underpinning Contracts: UC)

Fonnasswiussuinadliuinis / §emneszuu (Vendon) wieliuinisgiuuinisle

AudannasNsIusINIg (SLA)

o

o0
IWUUVIUNAIALY

(High Priority Application System)
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(Use Acceptance Area)
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(Disaster Recovery Center: DRC)
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N13UTMTIANITAINABLLDNI9TIAA (Business Continuity Management)
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(Budgeting and Accounting for Services Policy)
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FenuguImsivasanmaugnrediasnieuldogiaue

5) dhewmalulagansauma fesatduayuniswauiinuevesgliteyaudazdiuaulaiuise

asesenuldegugndewaslivsednsnm

542  madndsdeyaluuvdsdaya

1) Al fesdosvedninislduididsdeyaluunasdeya ndiunudaiuidvesdeya

De e

U
Aewdhfsuvasiganne neimuanguuesfiavsldnumursuwadeyaidu 3 sedu fd

Y = @

1.1) LUNDNUBYAYINARY/ AU

Y = v [

1.2) L‘UWO\T‘UE)Z‘;IJELQW’lBﬂa\‘l/ﬂ'VU'I

v v =

1.3) WNR9TURRNIEI309TNE D

U

)

543 n1smvguanntwvasdeyaluuwmdstoya
1) Aldnudessuiinvoulunisinteyaliiauauysal (Data Cleansing) lnedasulsatoya
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vingauliduiegiuiane
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v
=

31)  83dns sesmunulifoyafieglusuuuuresenansiigndmvintuiinsniunuuas Sy
fumaaenfeogramuzan sauddufinn n1sdavintheds mstiusnw nisvidun ms
wande aufanisvhane wazimuadussfeuufialiyaainsuasiiiiordosiejin
au iteliiuladrdoyaldsumsniusuuassnwmusiunsasndsataumunzan

S W

32)  fhowaluladansaumea wazndisauiineades aesvirdetieniuvzideutyininddulas

v
a

funounslisnuniigunsaineufiumesnnd

MMSUSMTIANITNTNGAU (Handling of Assets)
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1.1)  esdnsieardmusliiuleuiemiuaunisidnfs (Access Control Policy) sghailluanednual
Snws warUiuugnlevelidutogiuane swfdeanslifldnumelussinsiunsivuay
ANGIZRH

msmuANn1sdiuAseteuarUIN1SIATENY (Access to Networks and Network Service)

21)  dhemaluladansaumna sesivualilinisvednisdeyauasseuvansaumavegliaulag
é\’aq"l,o*”ﬁ"umiaqﬁﬁmﬂrﬁﬁnﬁuﬂ’m;mLﬁwﬁu

22)  dhemalulafarsauna dessialiglésnuamnsadifessuunionsls wwizuinisi
Adeuldsuoygalidifavindy Ineansildsudondulunumiiiniuiuiney uas

Ay wdulunisldau

14



6:1.2

6.1.3

6.1.4
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nsaamnzifeunaznonnaudniglien (User Registration and De-Registration) wagn13dnnisams
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FuHuiniy
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WatasfuilufiufoRauuasiuiidsidoyn Fosnoufinnes uazuiiufoRauesgua
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Nufidmiusudsdenes (Delivery and Loading Area)
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TnedastmunituiinisdseuiuduasiufininnisuviaUsznougunsaiansaumanou
ihdesneufiumes Milvuenduinduidaauievinisniadfesuvasauma
uazdoyaansaumelnedililasuonan

gunsal (Equipment)

nsinasuazUesiugunsal (Equipment Setting and Protection)

11)  themalulaBansauna dosfansgunsaiasaumaliluiosieuinnuiivasniy gunsaid

1% Uszguasdiinouianmesuiineuazgunsaideansusinauazgunsalfiomsiaietiedios
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Woudegunsalmsaumehauiiaund Wusy uazsesthysguainuigunsallvindouldeu
DELEND

musiunsaenfevasnsiuanedugiauazaedoans (Cabling Security)

31)  meAlulafensaune fesmuaugualinisindauasnistizednunaeliiuasanefoanslu
'ﬁuﬁﬂﬁﬂﬁmuLLazﬁaamamﬁuLmaii't:ﬁulﬂmmmmsgmmmmUaamﬁaqmammwLﬁai’jaaﬁu
Tliinsdnfasedndudeya vieinmiudemenisniunienw

nsUngesnwaunsad (Equipment Maintenance)

41)  thewmelulaBansaune fesmunuaualigunsaiasaunandnfimuedddlunisuszana
TuseMuUiifints sudsgunsaladuayunisyianuiliiunsdisesnumudiaiuasnu
Farmuniiguanuusi Weligunsaivihawldediseidesuaregluanmiifinwauysal
wiouldau

42)  fheweluladarsauma sosnuanliinisduiinGufinAanssunisungsgunsal saudedudin
Hamuazdaunniasvasgunsaifiny elilunisuszfiuuasyuiulsegunsallfegluann
wiaulduiaue

nsdmsngauasauimameanuand1iniu (Removal of Assets)

50 fiwdhiiffuguaiuiiddesnisinvianudiuncasafouarernisantuit deslileyaine
Thhgunsalmsaummoonanesdng sniiussiimssygaliiheenlaedildsunoumngly
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Iisuaygengiilesuneuvmneluniseyaaldiminddueen

53)  thewmalulaBarsaund fosdmustuneuufoidmiunisiminddusanuanditney
strafuansdnuaidnus uasusuugslilutiagtuiane safedoaslifldauluesdns
FunsudasUURnu

musiunsaenssuesgunsaluazningauiildiusgmenandingu

(Security of Equipment and Asset Off-Premises)

6.1)  rmusliusmsseduiheiull Wuiidwnsluniseygaliigunsalasaumavesesdns
Tlduneuendriingy uasdostmualiiinistostugunsalansaumenineg Mldaueg
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agmeuendriinau ietestunudssanmsihaunsalienindduvesesdnsoantuld
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7) audumrsUasnfsdmsunisidanierinaegunsal viemsihgunsainduunldarua
(Secure Disposal or Re-Use of Equipment)
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73)  dhemelulafiarsauna FestmungSuinveulunisimihiiviianedoyaarsaumnails
Sududemsduiufianisvesesinsdedaiveguudiotuiindeya
8) m‘sﬂaﬂﬁuqﬂﬂsﬂﬁﬁﬂlﬁﬂﬂﬁﬁ%@]ua (Unattended User Equipment)
81)  dewalulafarsauma destmunuinsnismuaunislesiuniesmenfiunesuazgunsal
ansaumanalilnglifdaua tetlestunsiinisoyalnayanaiilailisueyain
82)  fouaszuu deafmualidldaudestuidudiliinioseufinnesviossuumalulad
ansaummvasmilagldsiainlignieaieudilinuiniosnenfiunes
83)  flivudeseenainssuuasauma seuvnuneuiunesiilinu vieszuunenfianesiag
uidlehifimusniufeddnu viadaaiafunisufifeu
84)  fldu Fosdeaniiseneuinmesuiogunsaliidrfmillelyilildeuniediosanvireain
\SesnaLiames
9) wleunelagiiulasaenaisanfguaznislesiuntnronsuiimes
(Clear Desk and Clear Screen Policy)
91)  fauaszuu desmunulitnisderniiveneufinmesuilelaldldau (Clear Screen) 1wy n1s
#noanaINsEUU (Session Time Out) uazn1sienntinae (Lock Screen) dmlud® Wusiu
92)  fldnu sedliaziasdoyamsaumeaiidiiey 1y enansnszany viedetuiindeya lieglu
anuiilivaondey Auflaisisue vieanwiiinudiuldlneis fildnuszdesdniiuioya

ansaumealuanuffivinzay Sudlinistestuieleindenisdntsveslulians

dauil 6.3 nsdniunuiuanuiuasasnseaisauma (Operations Security)
inguszasd
Warmupsmsnismuanlinisdiiunu msdanisdumsaeansmiusiunsasn fofuansauma
19383Ans Fuumafiivituneutanuussliauiunsaon sy
1) MsUIMsTAnIsnIsaB LS (Change Management)
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6.3.1
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audi vl luulouiediu? 5.1 Msuimsdanisnisildsullasseuuansaune (Change
Management Policy)
= o a .
ANTUINITINNTURAIINAINIT0UD958UY (Capacity Management)
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2.1)  fuaszuy HaafnmuUsEavinmnisviiauesszuuauLazgunsalansaumaidfy i
Fanldegnsreiouariiussansam

2.2) ;:chtmizw Ao9UTzLluANTInNINLAS ATINLNEIND (Capacity) YBaNINEINTANTAUWA LU
n1slderurasadsausitiouazaunsaliniedne Wy minoUszanana (CPU) miaoAud
(Memory) wiaedaiudeya (Disk) vieusuunisldiuszuuiaietis (Bandwidth) 1usu
uazdesaNuiiaf MunALfBInsV TR InsansaumAliss uuansauwmaiussAns and
WNnzay uazlieswasianisidauluauing

NISLYNEANTWLIARDUAIMTUNITRAILT NITNARDY WaAITIIUINITOBNIINAY

(Separation of Development, Testing and Operation Environment)

31)  dhewelulafansauma sesnruauifulitinisuenduszuuasufiunesidlidmsuns
WAIWN3ZULU (Develop Environment) \ienpaeauszUIIL (Test Environment) kags¥ Uy
#il9U3n13934 (Production Environment) 8nainfiu
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ansvasnulusunsulauseasad (Protection from Malware)

wnsnistesiulusunsulduszasan (Controls Against Malware)
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6.3.3
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miﬂaaﬁu‘ﬁagaﬁan (Protection of Log Information)
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msvufinfanssuvesgguaszuuuazidminfissuuudinis (Administration and Operation Logs)
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